
International Journal of Engineering Science  and Computing, March 2017         5363                                                                http://ijesc.org/ 

          
ISSN XXXX XXXX © 2017 IJESC                                                                                                   

                                                       
 

 

Dynamic Proofs of Retrievability of Cloud Storage Systems 
A. Subashini

1
, R. Sumithra

2
, P. Rajesh

3
 

Student
1, 2

, Assistant Professor
3
 

Computer Science Engineering  

Kingston Engineering College, Vellore, India  

 

Abstract:  

Dynamic Proof of Storage (POS) could be a helpful crypto graphical primit ive that permits a user to examine the integrity of 

outsourced files and to efficiently update the files during a cloud server. Though researchers  have planned several dynamic POS 

schemes in single user environments, the matter in multi-user environments has not been investigated sufficiently. A sensible 

multi-user cloud storage system desires the secure client-side cross-user deduplication technique, which permits a user to skip the 

uploading method and obtain the possession of the files now; different house owners of identical files have uploaded them to the 

cloud server. To the best of our data, none of the prevailing dynamic POS’s will support this system. During this paper, we tend to 

introduce the construct of Deduplicatable dynamic proof of storage Associate to propose an economical construction referred to 

as DeyPOS, to realize dynamic POS and secure cross-user deduplication, at the same time. Considering the challenges of 

structure diversity and personal tag generation, we tend to explo it a novel tool referred to as Homo morphic Authenticated 

documented Tree (HAT). We tend to prove the protection of our construction, and therefore the theoretical analysis and 

experimental results show that our construction is economical in observe and thus to reduce the communication cost.  

 

Index terms: cloud storage services, homomorphic encryption, proof of ownership, deduplication.  

                 

I. INTRODUCTION 

 

Cloud computing is distinct as a type of computing that 

depends on sharing computational resources rather than having 

local servers or personal devices to handle applications. Cloud 

storage services have quickly become increasingly well-liked. 

Users can store their data on the cloud and access their data 

anywhere at any time. It is noted that data owners lose ultimate 

control over the fate of their outsourced data; thus, the 

accuracy, accessibility and integrity of the data are being put at 

risk. On the one hand, the cloud service is usually faced with a 

broad range of internal/external adversary, who would  

spitefully delete or damage user’s data. Storage services is 

becoming more and more attractive to both industry and 

academia due to the advantages of more space, low cost, high 

accessibility, and infinite sharing. As one of the storage 

outsourcing forms, cloud storage gains  more popular and wide 

attention in recent years [1] [2]. Many companies, such as 

Google, Zoho, Amazon and Microsoft provide their own cloud 

storage services, where users can upload and download their 

files to the servers, access them from many devices, and share 

them with the others. Even though cloud storage services are 

widely used in current days, there still remain many issues 

based on security and potential threats among users [3] [4]. 

One of the most important properties in cloud is Data integrity, 

thus used when a user outsources its files to cloud storage. 

Users should be known that the files stored in the server are 

not damaged. Message authentication codes (MACs) and 

digital signatures are the traditional techniques for protecting 

data integrity, which require users to download all of the files 

from the cloud server for authentication, which incur a heavy 

communicat ion cost. To better understand the following 

contents, we present more details about POS and dynamic 

POS. In these schemes [5] [8] [11], each block of a file is 

attached a (cryptographic) tag which is used for verifying the 

integrity of that block. When a verifier wants to check the 

integrity of a file, it arbitrarily selects some chunk indexes of 

the file, and sends them to the cloud server. According to these 

challenged indexes, the cloud server returns the equivalent 

blocks along with their tags. The verifier checks the block 

integrity and index accuracy. Our system model exists with 

two types of entities: the cloud server and users. For each file, 

original user is the user who uploaded the file to the cloud 

server, while another user proves the ownership of the file. 

Here n number of users can upload and download their orig inal 

file.  But when it comes to download the file of another user, 

the subsequent user has to get the ownership of the file from 

the original user and thus by knowing the secret key that is 

automatically generated for every file, then can download 

easily which reduces the unwanted space and communicat ion 

cost. There are five phases in a deduplicatable dynamic design 

POS system: User Interface Design, Data Upload, and Unique 

key Generate for each file upload, Deduplicate file avoids, 

Proof of storage in multi User. In user interface design the 

server contains user id and password where it also checks the 

authentication of the user. It well improve the security and 

prevent from illegal user enters into the network. The data 

upload phase is used for uploading owner’s files or documents 

into the virtual machines. These constraints serve a dual 

purpose as they can introduce high-level policies and assist in 

administration tasks. Unique key Generate for each file upload 

phase is used for creating the Key Generate Data or documents 

into the virtual machines cloud. And the uploaded files retrieve 

at the time only giving the secret key otherwise not retrieves. 

In the deduplication phase, the files are not to be uploaded if 

already exists in the cloud server. The subsequent users have 

the files locally and the cloud server stores the valid structures 

of the files. In proof of storage phase a practical multi-user 

cloud storage system needs the safe client-side cross-user 

deduplication technique, which allows a user to leave out the 

uploading process and obtain the ownership of the files 

immediately, when other owners of the similar files have 

uploaded them to the cloud server. To the best of our 

 

Research Article                                                                                                                             Volume 7 Issue No.3   



International Journal of Engineering Science  and Computing, March 2017         5364                                                                http://ijesc.org/ 

informat ion, none of the existing dynamic proof of storage can 

support this technique. 

 

II. LITERATURE S URVEY 

 

Jia Xu and Ee-Chien Chang proposed to verify the integrity 

of data stored using the authentication data, without retriev ing 

back the data during the verification. The resulting scheme 

requires stable communication bits (above all, 720 bits if 

elliptic curve is used or 3312 bits  if the modulo group is used) 

per verification and a factor of 1 size expansion, and its 

computation in the setup and verificat ion is significantly  

reduced compared. 

 

Zhihua Xia, Xinhui Wang proposed secure mult i-keyword  

ranked search scheme over encrypted cloud data, which 

simultaneously supports active update operations like delet ion 

and insertion of documents. Particularly, the vector space 

model and the widely -used TFIDF model are combined in the 

index construction and query creation. We build a unique tree-

based index structure and suggest a “Greedy Depth-first 

Search” algorithm to provide efficient mult i-keyword ranked  

search. 

 

Daniel Hughes, James Walkerdine establish a representation 

for provable data possession (PDP) that allow a client that has 

to store data at an untrusted server to verify that the server 

possesses the original data without retrieving it. This model 

generates probabilistic proofs of possession by sampling 

arbitrary sets of blocks from the server, which drastically  

reduces I/O costs. 

 

Giuseppe Ateniese explains Advances in networking 

technology and the rapid accumulat ion of information that 

have a trend toward outsourcing data management to external 

service providers. By doing so, organizations can focus on 

their center tasks relatively than incurring the substantial 

hardware, software and personnel costs involved in 

maintaining data \in house". Outsourcing storage prompts a 

number of interesting challenges. 

 

Adriana Iamnitchi, Matei Ripeanu, Ian Foster explains 

Web caches, content distribution networks, peer-to-peer file  

sharing networks, distributed file systems, and data grids all 

have in common that they involve community of users who 

generate requests for shared data. In each case, overall system 

performance can be improved significantly if we can first 

identify and then develop interesting structure within a 

community’s contact patterns. To this end, we propose a novel 

perspective on file sharing based on the study of the 

relationships that form among users based on the files in which 

they are interested. 

 

Albert-laszlo Barabasi and Reka Albert 

Proofs of  Retrievability (PoR), p roposed by Juels and Kaliski 

in 2007, allow a client to store some blocks with a cloud server 

so that shortly the server can prove possession of all the data in  

The scheme by Stefanov et al. (ACSAC 2012) uses a large of 

quantity of client storage space and has a large review cost. 

The system by Cash et al. (EUROCRYPT 2013) is mostly of 

hypothetical interest, as it employ Oblivious RAM (ORAM) as 

a black box, leading to increased practical overhead (e.g., it 

requires about 300 times extra bandwidth than our production). 

We offer an active POR scheme with constant client storage 

whose bandwidth cost is comparable to a Merkle hash tree, 

thus being very practical.  

Architecture diagram 

Deduplication is a method where the server provisions only a 

solitary copy of each file, apart from of how several clients 

asked to stock up that file , such that the disk gap of cloud 

servers as well as network bandwidth are saved. However, 

trivial client side de duplication leads to the leakage of side 

direct informat ion. For example, a server significant a client 

that it should not send the file reveals that various other clients 

have the literal same file, which could be responsive 

informat ion in some case. In order to restrict the leakage of 

side channel information, Halevy et al. introduced the proof of 

ownership protocol which lets a client capably verify to a 

server that that the client accurately holds this file. A number 

of proofs of ownership protocols based on the Merkle hash tree 

are projected to allow secure client-side de duplication. Pietro  

and Sorniotti proposed a capable proof of ownership method 

by choosing the outcrop of a file onto some randomly selected 

bit-positions as the file proof. 

 
Problem Definition 

Deduplication proving algorithm enables the original user who 

uploaded the file to the cloud server, whereas subsequent user 

is the user who proves the ownership of the file but did not 

actually upload the file to the cloud server. The cloud server 

decides whether these files ought to be uploaded. If the upload 

process is approved, move into the upload phase; otherwise, go 

into the deduplication phase. In the upload phase, the records 

to be uploaded do not stay alive in the cloud server. The 

original users encode the local files and upload them to the 

cloud server. 

 

 
Figure.1. The Architecture of deduplicatable dynamic POS  
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Algorithm 

1. Deduplication Proving Algorithm 

This proposed a client-side deduplication scheme for encrypted 

data, but the scheme employs a deterministic proof algorithm 

which indicates that every file has a deterministic short proof 

.Thus; anyone who obtains this verification can pass the 

authentication without possessing the record locally. 

Deduplication schemes for encrypted data were proposed for 

enhancing the security and efficiency which provides low 

communicat ion cost. 

 

Algorithm 1: Deduplication proving algorithm 

1: procedure DEDUPPROVE (αs, kc, αc, {c1, cn}, I, Q) 

 

2: c ← 0, t ← ∅, ζ ← 1, l ← 1 

 

3: while ζ ≤ n do  

 

4: δ ← 0 

 

5: while ζ < ιjl do 

 

6: δ ← δ + c_, ζ ← ζ + 1 

 

7: pop the first element in Q 

 

8: t ← t ∪ {fkc (iklikvi) + αcαsδ} 

 

9: c ← c + c_ 

 

10: l ← l + 1, ζ ← ζ + 1 

 

11: return c, t  

 

III. CONCLUS ION 

 

We projected the inclusive requirements in mult i-user cloud 

storage systems and implemented the model of deduplicable 

dynamic POS. We designed a novel tool called HAT which is 

an efficient authenticated structure to reduce the 

communicat ion cost in cooperation of both the deduplication 

phase and the proof of storage phase and with related 

computation cost. HAT can support integrity verification, 

dynamic operations, and cross-user deduplication with good 

consistency. Based on HAT, we proposed the first practical 

deduplicable dynamic POS scheme called DeyPOS which  

supports unlimited number of verification and update 

operations which proved its security in the arbitrary oracle 

model. The abstract and experimental results illustrate that our 

DeyPoS implementation is efficient, especially when the file  

size and the number of the challenged blocks are large.  
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